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router bgp 197227
 no bgp enforce-first-as
 bgp log-neighbor-changes
 no bgp default ipv4-unicast
 ...
 neighbor 10.xx.yy.1 remote-as 197227
 neighbor 10.xx.yy.1 update-source Loopback0
 neighbor 10.xx.yy.1 description ASRv2
 ...
 neighbor 81.210.ww.zz remote-as 12741
 neighbor 81.210.ww.zz description NETIA
 ...
 neighbor FDFD:BEEF:CAFE:1::1 remote-as 197227
 neighbor FDFD:BEEF:CAFE:1::1 description ASRv2
 neighbor FDFD:BEEF:CAFE:1::1 update-source Loopback0
 ...
 neighbor 2001:41B0:x:y::1 remote-as 12741
 neighbor 2001:41B0:x:y::1 description NETIA
 ...
 address-family ipv4
 ...
 exit-address-family
 address-family ipv6
 ...
 exit-address-family
exit

197227 - nasz numer AS
przyznany przez RIPE NCC
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router bgp 197227
 no bgp enforce-first-as
 bgp log-neighbor-changes
 no bgp default ipv4-unicast
 ...
 neighbor 10.xx.yy.1 remote-as 197227
 neighbor 10.xx.yy.1 update-source Loopback0
 neighbor 10.xx.yy.1 description ASRv2
 ...
 neighbor 81.210.ww.zz remote-as 12741
 neighbor 81.210.ww.zz description NETIA
 ...
 neighbor FDFD:BEEF:CAFE:1::1 remote-as 197227
 neighbor FDFD:BEEF:CAFE:1::1 description ASRv2
 neighbor FDFD:BEEF:CAFE:1::1 update-source Loopback0
 ...
 neighbor 2001:41B0:x:y::1 remote-as 12741
 neighbor 2001:41B0:x:y::1 description NETIA
 ...
 address-family ipv4
 ...
 exit-address-family
 address-family ipv6
 ...
 exit-address-family
exit

no enforce-first-as - AS path vs AS neighbour
wymagane przy IX-ach

log-neighbor-changes - logi, logi, logi
no bgp default ipv4-unicast - rodziny adresów
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router bgp 197227
 no bgp enforce-first-as
 bgp log-neighbor-changes
 no bgp default ipv4-unicast
 ...
 neighbor 10.xx.yy.1 remote-as 197227
 neighbor 10.xx.yy.1 update-source Loopback0
 neighbor 10.xx.yy.1 description ASRv2
 ...
 neighbor 81.210.ww.zz remote-as 12741
 neighbor 81.210.ww.zz description NETIA
 ...
 neighbor FDFD:BEEF:CAFE:1::1 remote-as 197227
 neighbor FDFD:BEEF:CAFE:1::1 description ASRv2
 neighbor FDFD:BEEF:CAFE:1::1 update-source Loopback0
 ...
 neighbor 2001:41B0:x:y::1 remote-as 12741
 neighbor 2001:41B0:x:y::1 description NETIA
 ...
 address-family ipv4
 ...
 exit-address-family
 address-family ipv6
 ...
 exit-address-family
exit

Sesja iBGP IPv4 (z routerem wewnątrz sieci)
197227 - nasz AS
Loopback0 - interfejs sesji BGP (sąsiad
BGP nie musi być sąsiadem IP)
description - opisy, opisy, opisy
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router bgp 197227
 no bgp enforce-first-as
 bgp log-neighbor-changes
 no bgp default ipv4-unicast
 ...
 neighbor 10.xx.yy.1 remote-as 197227
 neighbor 10.xx.yy.1 update-source Loopback0
 neighbor 10.xx.yy.1 description ASRv2
 ...
 neighbor 81.210.ww.zz remote-as 12741
 neighbor 81.210.ww.zz description NETIA
 ...
 neighbor FDFD:BEEF:CAFE:1::1 remote-as 197227
 neighbor FDFD:BEEF:CAFE:1::1 description ASRv2
 neighbor FDFD:BEEF:CAFE:1::1 update-source Loopback0
 ...
 neighbor 2001:41B0:x:y::1 remote-as 12741
 neighbor 2001:41B0:x:y::1 description NETIA
 ...
 address-family ipv4
 ...
 exit-address-family
 address-family ipv6
 ...
 exit-address-family
exit

Sesja eBGP IPv4 (poł. z routerem z innego AS-a)
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router bgp 197227
 no bgp enforce-first-as
 bgp log-neighbor-changes
 no bgp default ipv4-unicast
 ...
 neighbor 10.xx.yy.1 remote-as 197227
 neighbor 10.xx.yy.1 update-source Loopback0
 neighbor 10.xx.yy.1 description ASRv2
 ...
 neighbor 81.210.ww.zz remote-as 12741
 neighbor 81.210.ww.zz description NETIA
 ...
 neighbor FDFD:BEEF:CAFE:1::1 remote-as 197227
 neighbor FDFD:BEEF:CAFE:1::1 description ASRv2
 neighbor FDFD:BEEF:CAFE:1::1 update-source Loopback0
 ...
 neighbor 2001:41B0:x:y::1 remote-as 12741
 neighbor 2001:41B0:x:y::1 description NETIA
 ...
 address-family ipv4
 ...
 exit-address-family
 address-family ipv6
 ...
 exit-address-family
exit

Sesja iBGP IPv6 (poł. z routerem z naszej sieci)
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router bgp 197227
 no bgp enforce-first-as
 bgp log-neighbor-changes
 no bgp default ipv4-unicast
 ...
 neighbor 10.xx.yy.1 remote-as 197227
 neighbor 10.xx.yy.1 update-source Loopback0
 neighbor 10.xx.yy.1 description ASRv2
 ...
 neighbor 81.210.ww.zz remote-as 12741
 neighbor 81.210.ww.zz description NETIA
 ...
 neighbor FDFD:BEEF:CAFE:1::1 remote-as 197227
 neighbor FDFD:BEEF:CAFE:1::1 description ASRv2
 neighbor FDFD:BEEF:CAFE:1::1 update-source Loopback0
 ...
 neighbor 2001:41B0:x:y::1 remote-as 12741
 neighbor 2001:41B0:x:y::1 description NETIA
 ...
 address-family ipv4
 ...
 exit-address-family
 address-family ipv6
 ...
 exit-address-family
exit

Sesja eBGP IPv6 (poł. z routerem z innego AS-a)
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router bgp 197227
 no bgp enforce-first-as
 bgp log-neighbor-changes
 no bgp default ipv4-unicast
 ...
 neighbor 10.xx.yy.1 remote-as 197227
 neighbor 10.xx.yy.1 update-source Loopback0
 neighbor 10.xx.yy.1 description ASRv2
 ...
 neighbor 81.210.ww.zz remote-as 12741
 neighbor 81.210.ww.zz description NETIA
 ...
 neighbor FDFD:BEEF:CAFE:1::1 remote-as 197227
 neighbor FDFD:BEEF:CAFE:1::1 description ASRv2
 neighbor FDFD:BEEF:CAFE:1::1 update-source Loopback0
 ...
 neighbor 2001:41B0:x:y::1 remote-as 12741
 neighbor 2001:41B0:x:y::1 description NETIA
 ...
 address-family ipv4
 ...
 exit-address-family
 address-family ipv6
 ...
 exit-address-family
exit

Konfiguracja BGP dla sesji IPv4 unicast
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router bgp 197227
 no bgp enforce-first-as
 bgp log-neighbor-changes
 no bgp default ipv4-unicast
 ...
 neighbor 10.xx.yy.1 remote-as 197227
 neighbor 10.xx.yy.1 update-source Loopback0
 neighbor 10.xx.yy.1 description ASRv2
 ...
 neighbor 81.210.ww.zz remote-as 12741
 neighbor 81.210.ww.zz description NETIA
 ...
 neighbor FDFD:BEEF:CAFE:1::1 remote-as 197227
 neighbor FDFD:BEEF:CAFE:1::1 description ASRv2
 neighbor FDFD:BEEF:CAFE:1::1 update-source Loopback0
 ...
 neighbor 2001:41B0:x:y::1 remote-as 12741
 neighbor 2001:41B0:x:y::1 description NETIA
 ...
 address-family ipv4
 ...
 exit-address-family
 address-family ipv6
 ...
 exit-address-family
exit

Konfiguracja BGP dla sesji IPv6 unicast
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Definiujemy podsieć do rozgłoszenia.
Pamiętamy, że musi istnieć w tablicy routingu
Jak brak, to “static route to Null0”

address-family ipv4
  network 5.133.248.0 mask 255.255.252.0
  ...
  neighbor 10.xx.yy.1 activate
  neighbor 10.xx.yy.1 send-community
  neighbor 10.xx.yy.1 next-hop-self
  neighbor 10.xx.yy.1 prefix-list BGPfilter in
  neighbor 10.xx.yy.1 route-map ASRv1-in in
  neighbor 10.xx.yy.1 route-map ASRv1-out out
  ...
  neighbor 81.210.ww.zz activate
  neighbor 81.210.ww.zz send-community
  neighbor 81.210.ww.zz prefix-list BGPfilter in
  neighbor 81.210.ww.zz route-map NETIA-in in
  neighbor 81.210.ww.zz route-map NETIA-out out
  ...
 exit-address-family
 address-family ipv6
  network 2A03:1280::/32
  neighbor 2001:41B0:x:y::1 activate
  neighbor 2001:41B0:x:y::1 send-community
  neighbor 2001:41B0:x:y::1 prefix-list BGPfil6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-inv6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-outv6 out
  ...
  neighbor FDFD:BEEF:CAFE:1::1 activate
  neighbor FDFD:BEEF:CAFE:1::1 send-community
  neighbor FDFD:BEEF:CAFE:1::1 prefix-list BGPfil6 in
  neighbor FDFD:BEEF:CAFE:1::1 next-hop-self
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-inv6 in
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-outv6 out
 exit-address-family
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address-family ipv4
  network 5.133.248.0 mask 255.255.252.0
  ...
  neighbor 10.xx.yy.1 activate
  neighbor 10.xx.yy.1 send-community
  neighbor 10.xx.yy.1 next-hop-self
  neighbor 10.xx.yy.1 prefix-list BGPfilter in
  neighbor 10.xx.yy.1 route-map ASRv1-in in
  neighbor 10.xx.yy.1 route-map ASRv1-out out
  ...
  neighbor 81.210.ww.zz activate
  neighbor 81.210.ww.zz send-community
  neighbor 81.210.ww.zz prefix-list BGPfilter in
  neighbor 81.210.ww.zz route-map NETIA-in in
  neighbor 81.210.ww.zz route-map NETIA-out out
  ...
 exit-address-family
 address-family ipv6
  network 2A03:1280::/32
  neighbor 2001:41B0:x:y::1 activate
  neighbor 2001:41B0:x:y::1 send-community
  neighbor 2001:41B0:x:y::1 prefix-list BGPfil6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-inv6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-outv6 out
  ...
  neighbor FDFD:BEEF:CAFE:1::1 activate
  neighbor FDFD:BEEF:CAFE:1::1 send-community
  neighbor FDFD:BEEF:CAFE:1::1 prefix-list BGPfil6 in
  neighbor FDFD:BEEF:CAFE:1::1 next-hop-self
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-inv6 in
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-outv6 out
 exit-address-family

Konfiguracja iBGP dla IPv4 unicast
activate - aktywacja konfiguracji
send-community - możliwość wysłania commu...
next-hop-self - zmiana bramy ( eBGP > iBGP)
prefix-list (...) in - filtracja prefiksów (u nas śmieci!)
route-map (...) in|out - sterowanie ruchem
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address-family ipv4
  network 5.133.248.0 mask 255.255.252.0
  ...
  neighbor 10.xx.yy.1 activate
  neighbor 10.xx.yy.1 send-community
  neighbor 10.xx.yy.1 next-hop-self
  neighbor 10.xx.yy.1 prefix-list BGPfilter in
  neighbor 10.xx.yy.1 route-map ASRv1-in in
  neighbor 10.xx.yy.1 route-map ASRv1-out out
  ...
  neighbor 81.210.ww.zz activate
  neighbor 81.210.ww.zz send-community
  neighbor 81.210.ww.zz prefix-list BGPfilter in
  neighbor 81.210.ww.zz route-map NETIA-in in
  neighbor 81.210.ww.zz route-map NETIA-out out
  ...
 exit-address-family
 address-family ipv6
  network 2A03:1280::/32
  neighbor 2001:41B0:x:y::1 activate
  neighbor 2001:41B0:x:y::1 send-community
  neighbor 2001:41B0:x:y::1 prefix-list BGPfil6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-inv6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-outv6 out
  ...
  neighbor FDFD:BEEF:CAFE:1::1 activate
  neighbor FDFD:BEEF:CAFE:1::1 send-community
  neighbor FDFD:BEEF:CAFE:1::1 prefix-list BGPfil6 in
  neighbor FDFD:BEEF:CAFE:1::1 next-hop-self
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-inv6 in
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-outv6 out
 exit-address-family

Konfiguracja eBGP dla IPv4 unicast
next-hop-self - niepotrzebne
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address-family ipv4
  network 5.133.248.0 mask 255.255.252.0
  ...
  neighbor 10.xx.yy.1 activate
  neighbor 10.xx.yy.1 send-community
  neighbor 10.xx.yy.1 next-hop-self
  neighbor 10.xx.yy.1 prefix-list BGPfilter in
  neighbor 10.xx.yy.1 route-map ASRv1-in in
  neighbor 10.xx.yy.1 route-map ASRv1-out out
  ...
  neighbor 81.210.ww.zz activate
  neighbor 81.210.ww.zz send-community
  neighbor 81.210.ww.zz prefix-list BGPfilter in
  neighbor 81.210.ww.zz route-map NETIA-in in
  neighbor 81.210.ww.zz route-map NETIA-out out
  ...
 exit-address-family
 address-family ipv6
  network 2A03:1280::/32
  neighbor 2001:41B0:x:y::1 activate
  neighbor 2001:41B0:x:y::1 send-community
  neighbor 2001:41B0:x:y::1 prefix-list BGPfil6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-inv6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-outv6 out
  ...
  neighbor FDFD:BEEF:CAFE:1::1 activate
  neighbor FDFD:BEEF:CAFE:1::1 send-community
  neighbor FDFD:BEEF:CAFE:1::1 prefix-list BGPfil6 in
  neighbor FDFD:BEEF:CAFE:1::1 next-hop-self
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-inv6 in
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-outv6 out
 exit-address-family

Definiujemy podsieć do rozgłoszenia.
Pamiętamy, że musi istnieć w tablicy routingu
Jak brak, to “static route to Null0”
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address-family ipv4
  network 5.133.248.0 mask 255.255.252.0
  ...
  neighbor 10.xx.yy.1 activate
  neighbor 10.xx.yy.1 send-community
  neighbor 10.xx.yy.1 next-hop-self
  neighbor 10.xx.yy.1 prefix-list BGPfilter in
  neighbor 10.xx.yy.1 route-map ASRv1-in in
  neighbor 10.xx.yy.1 route-map ASRv1-out out
  ...
  neighbor 81.210.ww.zz activate
  neighbor 81.210.ww.zz send-community
  neighbor 81.210.ww.zz prefix-list BGPfilter in
  neighbor 81.210.ww.zz route-map NETIA-in in
  neighbor 81.210.ww.zz route-map NETIA-out out
  ...
 exit-address-family
 address-family ipv6
  network 2A03:1280::/32
  neighbor 2001:41B0:x:y::1 activate
  neighbor 2001:41B0:x:y::1 send-community
  neighbor 2001:41B0:x:y::1 prefix-list BGPfil6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-inv6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-outv6 out
  ...
  neighbor FDFD:BEEF:CAFE:1::1 activate
  neighbor FDFD:BEEF:CAFE:1::1 send-community
  neighbor FDFD:BEEF:CAFE:1::1 prefix-list BGPfil6 in
  neighbor FDFD:BEEF:CAFE:1::1 next-hop-self
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-inv6 in
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-outv6 out
 exit-address-family

Konfiguracja iBGP dla IPv6 unicast
analogicznie jak dla IPv4
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address-family ipv4
  network 5.133.248.0 mask 255.255.252.0
  ...
  neighbor 10.xx.yy.1 activate
  neighbor 10.xx.yy.1 send-community
  neighbor 10.xx.yy.1 next-hop-self
  neighbor 10.xx.yy.1 prefix-list BGPfilter in
  neighbor 10.xx.yy.1 route-map ASRv1-in in
  neighbor 10.xx.yy.1 route-map ASRv1-out out
  ...
  neighbor 81.210.ww.zz activate
  neighbor 81.210.ww.zz send-community
  neighbor 81.210.ww.zz prefix-list BGPfilter in
  neighbor 81.210.ww.zz route-map NETIA-in in
  neighbor 81.210.ww.zz route-map NETIA-out out
  ...
 exit-address-family
 address-family ipv6
  network 2A03:1280::/32
  neighbor 2001:41B0:x:y::1 activate
  neighbor 2001:41B0:x:y::1 send-community
  neighbor 2001:41B0:x:y::1 prefix-list BGPfil6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-inv6 in
  neighbor 2001:41B0:x:y::1 route-map NETIA-outv6 out
  ...
  neighbor FDFD:BEEF:CAFE:1::1 activate
  neighbor FDFD:BEEF:CAFE:1::1 send-community
  neighbor FDFD:BEEF:CAFE:1::1 prefix-list BGPfil6 in
  neighbor FDFD:BEEF:CAFE:1::1 next-hop-self
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-inv6 in
  neighbor FDFD:BEEF:CAFE:1::1 route-map ASR-outv6 out
 exit-address-family

Konfiguracja iBGP dla IPv6 unicast
analogicznie jak dla IPv4
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Czy konfiguracja BGP dla
 IPv4 i IPv6  jest identyczna?

TAK, ale...

... istnieją pewne ograniczenia w IPv6
na routerach starszej generacji.

Brak wsparcia dla
“send-community”

Ograniczenia dla
“ACL IPv6”

Brak wsparcia dla
“prefix-list”

Ograniczenie w długości
maski: /126 /127

Akceptowalna: /64
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Proporcje ruchu: IPv4 vs IPv6

IPv6(out): 4,7%
IPv6(in): 10,8%
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AS197227Edge BGP router
AS12741

Edge BGP router

route-map out

BGP update
processing

prefixes from
AS197227

routing table
to AS197227

route-map in

processing
prefixes from

peer

routing table to
AS12741+

BGP update
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!
route-map NETIA-out permit 1800
 match ip address prefix-list WTvK
 set as-path prepend 197227 197227
 set community 12741:31000
 !
route-map NETIA-out permit 2000 
 description OurPrefix_default
 match ip address prefix-list WTvK
!
!
route-map NETIA-in permit 1800 
 description JustAnExample
 match ip address prefix-list JustAnExample
 set metric 50
 set local-preference 200
 set community 1:101 additive
!
route-map NETIA-in permit 2000 
 description ALL_default
 set local-preference 100
!

Domyślne działanie:
out - rozgłoś nasze prefiksy
in - przyjmij wszystkie prefiksy
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!
route-map NETIA-out permit 1800
 match ip address prefix-list WTvK
 set as-path prepend 197227 197227
 set community 12741:31000
 !
route-map NETIA-out permit 2000 
 description OurPrefix_default
 match ip address prefix-list WTvK
!
!
route-map NETIA-in permit 1800 
 description JustAnExample
 match ip address prefix-list JustAnExample
 set metric 50
 set local-preference 200
 set community 1:101 additive
!
route-map NETIA-in permit 2000 
 description ALL_default
 set local-preference 100
!

Rozgłoś nasze prefiksy i 
wydłuż trasę (AS path) o dwa ASy
ustaw community na 12741:31000 (o tym później)
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!
route-map NETIA-out permit 1800
 match ip address prefix-list WTvK
 set as-path prepend 197227 197227
 set community 12741:31000
 !
route-map NETIA-out permit 2000 
 description OurPrefix_default
 match ip address prefix-list WTvK
!
!
route-map NETIA-in permit 1800 
 description JustAnExample
 match ip address prefix-list JustAnExample
 set metric 50
 set local-preference 200
 set community 1:101 additive
!
route-map NETIA-in permit 2000 
 description ALL_default
 set local-preference 100
!

Pobierz prefiksy, które pasują do prefix-list’y i
ustaw MED na 50
ustaw local-preference na 200
dodaj community 1:101

match:
local-preference
community
as-path
.....
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BGP router BGP router BGP routerBGP router

AS1 AS3 AS4AS2

10.0.0.0/24 Internet

10.0.0.0/24 10.0.0.0/24

1:6

10.0.0.0/24

1:6 2:7

10.0.0.0/24

1:6 2:7 3:8

10.0.0.0/24

4:9

 set community 1:6 additive

 set community 2:7 additive

 set community 3:8 additive

 set community 4:9
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aut-num: AS12741
...
remarks: =========================
remarks: COMMUNITIES IN AS12741
remarks: =========================
remarks: 12741:32100: Do not announce to TPNET
remarks: 12741:32101: Prepend 1x to TPNET
remarks: 12741:32102: Prepend 2x to TPNET
remarks: 12741:32103: Prepend 3x to TPNET
remarks: =========================
remarks: 12741:33200: Do not announce PLIX
remarks: 12741:33201: Prepend 1x to PLIX
remarks: 12741:33202: Prepend 2x to PLIX
remarks: 12741:33203: Prepend 3x to PLIX
remarks: =========================
...
remarks: 12741:35100: Do not announce to GGC
remarks: 12741:35101: Prepend 1x to GGC
remarks: 12741:35102: Prepend 2x to GGC
remarks: 12741:35103: Prepend 3x to GGC
remarks: =========================
remarks: 12741:60000 Blackholing
...
remarks: BGP issues: bgp@netia.pl

Spis community w
bazie RIPE NCC w
obiekcie asn-num

Więcej community?
Kontakt z operatorem

Prepand - wydłużenie
ścieżki: 1x = o 1AS

Blackholing:
zazwyczaj tylko prefiksy /32
przekierowanie na Null0

Sterowanie ruchem
przychodzącym:

route-map (...) out
rozgłaszamy nasze prefiksy
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remarks: =========================
remarks: ENTRY-POINT MARKERS IN AS12741
remarks: =========================
remarks: 12741:20100: Internal allocations
remarks: 12741:21000: Upstreams
remarks: 12741:22100: TPNET
remarks: 12741:23200: PLIX
remarks: 12741:23400: THINX
remarks: 12741:23600: TPIX
remarks: =========================

Źródła prefiksów w
sieci AS12741.

Sterowanie ruchem
wychodzącym:

route-map (...) in
decyzja o ruchu wychodzącym
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=========================
Equinix Poland AS 24115
=========================
65001:40 Local Preference 40  
65001:50 Local Preference 50  
65001:140 Local Preference 140  
65001:150 Local Preference 150

=========================
Exatel AS20804
=========================
20804:3200 Do not announce to CDN Valve 

Punkt wymiany
ruchu Equinix

Poland

Sterowanie ruchem
wychodzącym:

route-map (...) in
decyzja o trasie
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AS197227Edge BGP router
AS12741

Edge BGP router

AS197227AS12741

Edge BGP router

RR BGP servers

L2 switches

Direct  connection

Public peering
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AS197227RR BGP servers
BGP routers

Sesje BGP: każdy BGP router - z każdym RR - IPv4/IPv6
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Private

peering niższa cenaAS5617

własne CDNy

Odporny na DDoS

Public

selective

peering

AS6939

AS32934

kontrola peerów

dodatkowe prefiksy

only / on request
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peeringdb.com
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Internet

AS12741

IXP
(Equinix Poland,

Warszawa)

IXP

(POZIX, Poznań)

AS197227

AS20804

AS20552

Edge BGP router

Edge BGP router
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Proporcje ruchu: przychodzący vs wychodzący

traffic(out): 89,5%traffic(in): 10,5%
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General

outband

policy

tranzit IP

IX local pref. = 200

local pref. = 120

route-map NETIA-in permit 1900 
 description ALL_PREF120
 set local-preference 120
route-map NETIA-in permit 2000 
 description ALL_default
 set local-preference 100

route-map POZIX-rs1-in 1900 
 description ALL_PREF200
 set local-preference 200
route-map POZIX-rs1-in permit 2000 
 description ALL_default
 set local-preference 100

Case #1: General outband policy
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 Outband

policy

AS12741

local pref. = 300

dst prefix

ip prefix-list Nvoip description DDmmYY Borys
ip prefix-list Nvoip seq 5 permit 84.40.236.0/24

route-map NETIA-in permit 1800 
 description VoIP-DDmmYY
 match ip address prefix-list NETIAvoip
 set local-preference 300
route-map NETIA-in permit 1900 
 description ALL_PREF120
 set local-preference 120
route-map NETIA-in permit 2000 
 description ALL_default
 set local-preference 100

Case #2: VoIP to AS12741 - problem of quality
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MED = 30 (PSMhalf2)

ip prefix-list PSMhalf1 seq (...)
ip prefix-list PSMhalf2 seq (...)
...
!
! Router BGP1
!
route-map HTI-out permit 1800
 description OurPref-Pref120Med20
 match ip address prefix-list PSMhalf1
 set metric 20
!
route-map HTI-out permit 1900
 description OurPref-Pref120Med50
 match ip address prefix-list PSMhalf2
 set metric 50
!
! Router BGP2
!
route-map HTI-out permit 1800
 description OurPref-Pref120Med40
 match ip address prefix-list PSMhalf1
 set metric 40
!
route-map HTI-out permit 1900
 description OurPref-Pref120Med30
 match ip address prefix-list PSMhalf2
 set metric 30

Case #3: Load Balancing of inbound traffic

AS197227

Router BGP2

AS20552

Router BGP1

MED = 20 (PSMhalf1)

Zastosowanie:
równoważenie streamingu
rozgrywek piłki nożnej: MS,

EURO
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route-map Exatel-out permit 2000
 description OurPref-default
 match ip address prefix-list PSM

route-map NETIA-out permit 1800
 description OurPref-costam-borys-250408
 match ip address prefix-list PSM
 set as-path prepend 197227 197227
 set community 12741:32102
!
route-map NETIA-out permit 2000
 description OurPref-default
 match ip address prefix-list PSM

Case #4: Load Balancing of inbound traffic

AS197227

AS12741

AS20804

AS5617

remarks: ============================
remarks: 12741:32100: Do not announce to TPNET
remarks: 12741:32101: Prepend 1x to TPNET
remarks: 12741:32102: Prepend 2x to TPNET
remarks: 12741:32103: Prepend 3x to TPNET
remarks:  ============================

Two paths:

20804 197227

12741 12741 12741 197227 197227 197227
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AS32590

route-map Exatel-out permit 1500
 match ip address prefix-list PSM
 set community 20804:3200

Case #5: Forcing the traffic from Valve (Steam Platform)

AS197227

Internet

AS20804
Oryginal CDN

Exatel CDN

Kontent dostarczony
z CDN Exatel

Community 20804:3200
 - nie wysyłaj kontentu z

lokalnego CDNa

Kontent dostarczony
z CDN Valve
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dst IP: 46.175.44.234

46.175.44.234/32

20804:666

ip route 46.175.44.234 255.255.255.255 Null0
!
ip prefix-list DDoS seq 20 permit 46.175.44.234/32
!
route-map Exatel-out permit 1000
 match ip address prefix-list DDoS
 set community 20804:666

Case #6: DDoS Blackholing

AS197227AS20804

dst IP: 46.175.44.234

dst IP: 46.175.44.234

dstIP =

46.175.44.234 ?

DROP

dstIP =

46.175.44.234 ?

DROP
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AS197227

AS24115

Case #7: Announcing smaller subnets

AS12741

Internet

!
ip prefix-list PSM seq 20 permit 5.133.248.0/21
!
ip prefix-list PSMextra seq 20 permit 5.133.248.0/22
ip prefix-list PSMextra seq 30 permit 5.133.252.0/22
!
route-map NETIA-out permit 1200
 match ip address prefix-list PSM
!
route-map PLIX-rs1-out permit 1200
 match ip address prefix-list PSMextra

5.133.248.0/21

5.13
3.24

8.0/
22

5.13
3.25

2.0/
22
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Case #7: Announcing smaller subnets
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Case #7: Announcing smaller subnets
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Important links

peeringdb.com

lg.he.net

bgp.he.net

stat.ripe.net
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Dziękuję za uwagę!

Borys Owczarzak
Wachowiak&Syn s.c.

www.wachowiakisyn.pl
www.bobit.pl

borys.owczarzak@wachowiakisyn.pl
borys.owczarzak@bobit.pl


